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1. Introduction
0 be carried out defined cyber attack is necessary strictly and to sequentially switch all
phases of the attack. Incorrect performance of a phase leaves evidence and trace to
analysts and computer and network security analysts to track down and catch the
malicious perpetrator to answer the court institutions for their malicious acts. The phases of the cyber
attacks are intelligence, network scanning, access, access control and concealment of the tracks [1], [2],
[31. [4]. [5], [8], [11], [29], [30], [31], [32].

Scanning is one of the most important phases of detailed information gathering for the malicious
perpetrator. In the scanning process, the attacker collects information about certain logical IP addresses
that are accessible through the global Internet space, operating systems and system victim architecture,
and on-site services running on each computer [6], [7], [9], [22].

The purpose of the scan is to detect vulnerable communication channels and examine listening
ports to exploit them with malicious software tools over the computer network. During the scanning
phase of the attack, the offender performs any scanning mode to gain unauthorized access to his victim.
The attacker tries to find much more important information about his victim by understanding the type
of operating system used, the services being run, and individual system configuration errors [21], [26],
[27]. The attacker then forms a strategy for cyber attacks, based on the various facts learned during the
scanning phase. The different types of scanning are [14], [15], [16], [17], [18], [19], [20], [23], [24],
[25], [29], [301], [31], [32]:

- Port scanning: Port scanning is a process to check the victim-machine services by sending a
message sequence to penetrate the selected computer system [28]. Port scanning involves connecting to
the TCP and UDP ports of the victim machine to determine whether services are running or in a listening
state. Occasionally, active services that work in a listening state may allow unauthorized user access to
computer systems because they are incorrectly configured, or the running software has many
vulnerabilities [11], [12], [13].

- Network scanning: Network scanning is a procedure for identifying active hosts in the
computer network and assessing network security.

- Vulnerability Scanning: Vulnerability Scan is a method used to check the state of vulnerability

of the computer system by identifying existing vulnerabilities. The vulnerability scanner consists of a
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scan tool and a catalog. The catalog consists of a list of common files with all the known vulnerabilities
and another sheet of all open exploits. Vulnerability scanners check for secretly installed files, operating
system recovery, and directory relocation [10], [14], [17], [19], [29], [30], [31], [32].

When talking about computer systems and networks, ports and services can be represented as the
doors and windows of a house through which the perpetrator wants to gain access. A basic rule for
computer systems is that the more open ports are in the system, the greater the probability of operating
the system. Sometimes, however, in some computer systems there are less open ports in contrast to other
machines, but even with a few open ports there is a much greater risk of vulnerabilities. Because even
with an open port, the attacker will be able to exploit open vulnerability, thus ensuring access to his
victim [15], [16], [17], [22], [23], [24], [25], [27].

Scanning phase

Scanning is the phase just before the actual cyber attacks. At this stage, the attacker uses the
collected intelligence information to identify specific vulnerabilities. Scanning can also be seen as a
logical expansion of active intelligence, and in practice most cyber-doers do not distinguish between
scans and active intelligence. The attacker collects critical information about the architecture of
computer systems, routers, switches, firewalls, sensors to detect and prevent malicious network packets
being sent through simple tools such as tracert for Windows-based operating systems. This network tool
is extremely useful because it shows all the paths (jumpers) that pass the sent reconnaissance packet. In
this case, each jump is a physical device called an IP address router through which the packet passes.
Each router reduces the packet's lifetime by one unit to prevent packet storms and seizures in the
computer network [1], [2], [4], [6], [8], [10], [14], [17], [29], [30], [31], [32].

Port scanners are used to detect listening ports, which in turn provide information about the type
of services running on the victim's computer machine. The main security equipment against port
scanners is the exclusion of system services that are not mandatory for execution. Another very
important security technique is the application of packet filtration of all traffic in the computer network.
However, most professional hackers and malicious users may use software tools to determine the rules
applied to package filtration.

The most commonly used software tools are vulnerability scanners that have the ability to scan
thousands of known vulnerabilities of the victim. This, in turn, gives an advantage to the attacker because
he has to find a single system gap and exploit this vulnerability. Most organizations that use intruder
detection systems should be very vigilant because hackers can use avoided techniques with modified
software tools. The most serious attacks are the external denial of services that can either deplete
resources or stop services launched on the victim's machine [3], [5], [9], [12], [18], [20], [21], [25], [26],
[28]. Services can be stopped by the appropriate adjoining process by using a logical or time bomb,
reconfiguring, and collapsing the software system. The resources can be exhausted locally by loading
and filling the outgoing network connections with a lot of redundant information [29], [30], [31], [32].

Objects of network scanning

The most important objects in the scanning phase are [1], [2], [3], [11], [13], [15], [19], [22], [23].
[24], [27]:

e Determination of running and running systems in the computer network [1].

¢ Detection of open ports [2], which will help the attacker determine the best way to drill the
selected system.

e Disclosure of the installed operating system of the victim-machine, which is called "making a
basic footprint of the victim". In this way, the perpetrator can formulate a strategy based on the existing
vulnerabilities for this operating system.

o Detecting startup and listening services in the victim's machine. This gives the attacker an
indication of the vulnerability of the service to exploit in order to gain access to the system.

o Detecting the victim's network IP address [3].

¢ Disclosure of certain software applications and versions of commonly used services [6].
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o Detection of vulnerabilities in all running computer systems on the network. This can be
extremely important for testing the hosts' security of future malicious scans and cyber attacks.

Network Scanning Methodology

In proven practice, any attacking hacker follows a particular sequence to scan a particular
computer network. The steps for scanning the computer network are [1], [2], [3], [4], [5], [6], [11], [29],
[30], [31], [32]:

o Check for active and running computer systems. Perpetrator can begin by checking for running
systems in the computer network.

o Check for open ports. Once the operating systems are detected, the attacker will look for open
ports to understand which services are running in the systems. This is a vital step because most of the
services may have vulnerabilities.

e Taking a footprint for your operating system. The next phase includes identifying the type of
installed operating system in the computer network.

o Scan for vulnerabilities. Vulnerability identification in the victim's operating system is the next
step. The hacker can exploit these vulnerabilities during the attack.

¢ Testing the computer network. An attacker can choose to actively test the network or unnoticely
track the traffic on the network. The anonymous Internet surfing technique makes the process of tracking
user activity extremely difficult for the perpetrator.

Verification for operating computer systems using network search equipment

The search engine "PING" is a basic network scanning technique that determines the scope of IP
addresses of the working hosts. The single "PING" indicates whether the scanned host exists in the
computer network. The search engine, however, consists of many ICMP (Internet Control Message
Protocol) echo queries sent to multiple hosts on the computer network. If the given IP address is active,
then the victim host will return the ICMP echo response [13], [16], [19].

The term "PING" is a process where the attacker's computer system sends a single packet over
the network to a specific network IP address. This packet consists of 64 bytes, of which 56 bytes are
used for data, and the other 8 bytes are used for header header information. If the network connections
are stable and good and the victim's machine is working, then a response packet is sent to the attacker.
The term "PING" also gives information about the jumps numbers that are between two or more hosts
and the amount of time that the packet must traverse the network distance. This distance is also called a
full journey time. Thanks to this technique, the attacker can also get the names of the hosts [1], [3] [5],
[6]. [9], [10], [14], [16].

It should be noted that disclosure of active hosts in the selected computer network is the main step
in the process of unpredicted penetration of the resources of a given computer system or network [22].

Transmission Control Protocol (TCP) is a protocol-oriented protocol that establishes a connection
before actually packet data between two applications. This network connection is possible through the
three-way handshake process. This handshake is encrypted to establish a network connection between
protocols.

The very process of establishing a connection consists of the following:

1. The host "Petar" source sends a synchronization pack SYN (Synchronize) to the recipient host
"Nikolay" to establish a TCP connection.

2. Once the recipient host "Nikolay" has received a synchronization packet, the TCP session
begins by sending a packet containing timing flags for synchronization and confirmation to its source.

3. Receiving the package containing the synchronization and confirmation flags means that the
first synchronization packet was sent correctly.

4. To complete the established connection, the source host "Petar" sends a packet containing a
confirmation flag to the network connection.

This allows the communication between the source and the recipient while either of them sends a
finishing packet or packet to interrupt the established network connection.
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The all computer networks in the Cisco Packet Tracer version 6.2.0.0052 programming
environment are simulated.

On fig.1 the general scheme of the computer networks is shown. On fig.2 and fig.3 successfully
established connection between two hosts is illustrated.
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Fig.1. General scheme of the computer networks
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Fig.2. Successfully established connection between two hosts
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Fig.3. Successfully established connection between two hosts
ATTENTION: All the experiments and research in this paper are made in a specialized computer
laboratory at the Faculty of Technical Sciences of the Konstantin Preslavsky University of Shumen,
consisting of several hosts and a home-based local computer network consisting of four hosts.
Everything illustrated and explained in this paper is for research purposes and the authors are not
responsible in cases of abuse.

3. Conclusion

System administrators must constantly be aware of various new exploits and constantly monitor
their computer networks. Installing new updates and fixes for an operating system is a necessary step to
reduce the risk of exploiting vulnerabilities.

Unfortunately, security is not the most important priority for software developers, so various add-
ons [3], [9] are available on the market after the release of a software product. Error checking in these
software applications can be very low or almost absent, which in turn will lead to buffer overflow attacks.

Software developers often use free and free libraries and licensed code from other sources in their
programs. This means that a large portion of many software chunks will have almost the same structure
and algorithms, and if vulnerabilities [22] are found in that code, then all these pieces will be at risk.

The problem in the whole situation is that most software developers leave their system libraries
and codes unchanged [7]. Programmers need to rewrite and edit all system libraries and codes at a certain
time interval to reduce the vulnerability exploitation process.

Although a particular computer system appears secure and secure, it can only be exposed to an
incorrect configuration. System administrators should very carefully configure their computer systems
and always know what is being done on them. It is necessary to make a simple and effective
configuration, eliminating all unnecessary services and software products and tools.
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